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Designing Microsoft Azure Infrastructure Solutions (AZ-305T00) 

 

COURSE OVERVIEW 

Course topics cover governance, computing, application architecture, storage, data integration, 

authentication, networks, business continuity, and migrations. The course combines lectures with 

case studies to demonstrate basic architectural design principles. 
 

WHO WILL BENEFIT FROM THIS COURSE? 

Successful students have experience and knowledge in IT operations, including networking, 

virtualization, identity, security, business continuity, disaster recovery, data platforms, and 

governance. Students also have experience designing and architecting solutions. 

 

PREREQUISITES 

Before attending this course, students must have previous experience deploying or administering 

Azure resources and strong conceptual knowledge of: 

• Azure Active Directory 

• Azure compute technologies such as VMs, containers, and serverless solutions 

• Azure virtual networking to include load balancers 

• Azure Storage technologies (unstructured and databases) 

• General application design concepts such as messaging and high availability 

 

COURSE OBJECTIVES 

Students will learn to: 

• Design governance 

• Design an Azure compute solution 

• Design a data storage solution for non-relational data 

• Design a data storage solution for relational data 

• Design data integration 

• Design an application architecture 

• Design authentication and authorization solutions 

• Design a solution to log and monitor Azure resources 

• Design network solutions 

• Design a solution for backup and disaster recovery 

• Design migrations 

• Build great solutions with the Microsoft Azure Well-Architected Framework 

• Accelerate cloud adoption with the Microsoft Cloud Adoption Framework for Azure 
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COURSE OUTLINE 

Module 1: Design governance 

• Design for governance. 

• Design for management groups. 

• Design for Azure subscriptions. 

• Design for resource groups. 

• Design for resource tagging. 

• Design for Azure policy. 

• Design for Azure role-based access control. 

• Design for Azure Blueprints. 

Module 2: Design an Azure compute solution 

• Choose an Azure compute service. 

• Design for Azure Virtual Machines solutions. 

• Design for Azure Batch solutions. 

• Design for Azure App Service solutions. 

• Design for Azure Container Instances solutions. 

• Design for Azure Kubernetes Service solutions. 

• Design for Azure Functions solutions. 

• Design for Azure Logic Apps solutions. 

Module 3: Design a data storage solution for non-relational data 

• Design for data storage. 

• Design for Azure storage accounts. 

• Design for Azure blob storage. 

• Design for data redundancy. 

• Design for Azure files. 

• Design an Azure disk solution. 

• Design for storage security. 

Module 4: Design a data storage solution for relational data 

• Design for Azure SQL Database. 

• Design for Azure SQL Managed Instance. 

• Design for SQL Server on Azure Virtual Machines. 

• Recommend a solution for database scalability. 

• Recommend a solution for database availability. 

• Design protection for data at rest, data in transmission, and data in use. 

• Design for Azure SQL Edge. 

• Design for Azure Cosmos DB. 

• Design for Azure Table Storage. 

Module 5: Design data integration 

• Design a data integration solution with Azure Data Factory. 

• Design a data integration solution with Azure Data Lake. 

• Design a data integration and analytics solution with Azure Databricks. 

• Design a data integration and analytics solution with Azure Synapse Analytics. 
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• Design strategies for hot, warm, and cold data paths. 

• Design an Azure Stream Analytics solution for data analysis. 

Module 6: Design an application architecture 

• Describe message and event scenarios. 

• Design a messaging solution. 

• Design an Azure Event Hubs messaging solution. 

• Design an event-driven solution. 

• Design an automated app deployment solution. 

• Design API integration. 

• Design an application configuration management solution. 

• Design a caching solution. 

Module 7: Design authentication and authorization solutions 

• Design for identity and access management. 

• Design for Azure Active Directory. 

• Design for Azure Active Directory business-to-business (B2B). 

• Design for Azure Active Directory B2C (business-to-customer). 

• Design for conditional access. 

• Design for identity protection. 

• Design for access reviews. 

• Design for managed identities. 

• Design for service principals for applications. 

• Design for Azure Key Vault. 

Module 8: Design a solution to log and monitor Azure resources 

• Design for Azure Monitor data sources 

• Design for Azure Monitor Logs (Log Analytics) workspaces 

• Design for Azure Workbooks and Azure insights 

• Design for Azure Data Explorer 

Module 9: Design network solutions 

• Recommend a network architecture solution based on workload requirements 

• Design for on-premises connectivity to Azure Virtual Network 

• Design for Azure network connectivity services 

• Design for application delivery services 

• Design for application protection services 

Module 10: Design a solution for backup and disaster recovery 

• Design for backup and recovery. 

• Design for Azure Backup. 

• Design for Azure blob backup and recovery. 

• Design for Azure Files backup and recovery. 

• Design for Azure virtual machine backup and recovery. 

• Design for Azure SQL backup and recovery. 

• Design for Azure Site Recovery. 
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Module 11: Design migrations 

• Evaluate migration with the Microsoft Cloud Adoption Framework for Azure 

• Describe the Azure Migration and Modernization Program (Azure Migration Framework) 

• Assess your on-premises workloads 

• Select a migration tool 

• Migrate your databases 

• Select an online storage migration tool 

• Migrate offline data 

Module 12: Build great solutions with the Microsoft Azure Well-Architected Framework 

• You want to build great things on Azure, but you're not sure exactly what that means. Using 

key principles throughout your architecture, regardless of technology choice, can help you 

design, build, and continuously improve your architecture. 

Module 13: Accelerate cloud adoption with the Microsoft Cloud Adoption Framework for Azure 

 

 

WHY TRAIN WITH SUNSET LEARNING INSTITUTE?  

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized 

technical training since 1996. Our goal is to help our customers optimize their technology Investments 

by providing convenient, high quality technical training that our customers can rely on. We empower 

students to master their desired technologies for their unique environments.  

 

What sets SLI apart is not only our immense selection of trainings options, but our convenient and 

consistent delivery system. No matter how complex your environment is or where you are located, SLI 

is sure to have a training solution that you can count on! 

 

Premiere World Class Instruction Team 

• All SLI instructors have a four-year technical degree, instructor level certifications and field 

consulting work experience 

• Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction 

awards since 2012 

 

Enhanced Learning Experience 

• The goal of our instructors during class is ensure students understand the material, guide 

them through our labs and encourage questions and interactive discussions. 

 

Convenient and Reliable Training Experience 

• You have the option to attend classes live with the instructor, at any of our established 

training facilities, or from the convenience of your home or office  

• All Sunset Learning Institute classes are guaranteed to run – you can count on us to deliver 

the training you need when you need it! 
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Outstanding Customer Service 

• You will work with a dedicated account manager to suggest the optimal learning path for you 

and/or your team  

• An enthusiastic student services team is available to answer any questions and ensure a 

quality training experience 

 

 

Interested in Private Group Training? 

Contact Us 

https://www.sunsetlearning.com/contact-us/

