Cisco Application Centric Infrastructure Operations and
Troubleshooting (DCACIO)

COURSE OVERVIEW

The Cisco Application Centric Infrastructure Operations and Troubleshooting (DCACIO) v4.2 course
shows you how to manage, monitor, and troubleshoot Cisco® Nexus® 9000 Series Switches in
Application-Centric Infrastructure (ACI) mode. Through expert instruction and hands-on practice, you
will learn about operational tools, best practices, caveats, and practice troubleshooting common
issues on a live fabric. Based on lessons learned in a wide range of production deployments, this
course gives you real-world knowledge and skills to boost operational efficiencies in your own
deployment.

This course will help you:
e Quickly ramp up on Cisco ACI® operational knowledge, skills, and best practices honed from
real-world production deployments
e Gain hands-on troubleshooting techniques
e Optimize the benefits of using Cisco ACI, such as streamlined operations

WHO WILL BENEFIT FROM THIS COURSE?
IT professionals who operate and support a Cisco ACI data center network, including:
e Data center engineers
e Field engineers
e Network engineers
e Systems engineers

PREREQUISITES
To fully benefit from this course, you should have the following knowledge and skills:

e Completion of Cisco ACI Field Engineer Essentials course

e Familiarity with data center infrastructure operations

e Familiarity with the management of Cisco data center switches

e Understanding of basic network troubleshooting and basic programming
e System or network administration (Linux or Windows)

e Data center operations

COURSE OBJECTIVES
After taking this course, you should be able to:
e Operationalize and troubleshoot the ACI fabric
e Understand Cisco Application Policy Infrastructure Controller (APIC) and its monitoring,
management, and troubleshooting capabilities
e Avoid common mistakes and recognize common symptoms
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COURSE OUTLINE

Cisco ACI Overview

Cisco ACI Topology and Hardware

Cisco ACI Fabric Discovery and Initialization
Cisco ACI Access Policies

Cisco ACI Configuration Review

Creating a Base Configuration

Cisco ACI Configuration Management
Installation Checklist

Cisco Hardware Installation and Fabric Discovery
Cisco ACI Firmware Upgrades

Cisco Smart Licensing

Import / Export

Configuration Snapshots and Rollbacks
Configuration Zones

Cisco ACI Fabric Rebuild or Recovery
Converting Cisco NX-OS mode to ACI mode
Cisco APIC Management Access Protocols
General Recommended Practices from the Technical Assistance Center TAC
Cisco ACI-OT Monitoring

Cisco ACI Operation Tools

Cisco ACI Syslog Configuration

Viewing Events and Logs

Troubleshooting Cisco ACI

Health Scores

Troubleshooting Cisco APIC

Faults and Audit Logs in ACI

Lab outline

Connect to Remote Lab Environment

Create a Tenant

Configure vCenter Integration

Configure Layer 2 Physical Domain

Connect Layer 3 Outside Using Open Shortest Path First (OSPF)

Configure Syslog

Configure Simple Network Management Protocol (SNMP)

Configure ELAM Assistant

Employ Cisco Network Insights

Configure Contract Deny Logs and Tenant Atomic Counters

Use Visore to Explore Tenant

Troubleshoot Using CLI

Configure Tenant SPAN

Troubleshooting Challenge
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WHY TRAIN WITH SUNSET LEARNING INSTITUTE?

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized
technical training since 1996. Our goal is to help our customers optimize their technology Investments
by providing convenient, high quality technical training that our customers can rely on. We empower
students to master their desired technologies for their unique environments.

What sets SLI apart is not only our immense selection of trainings options, but our convenient and
consistent delivery system. No matter how complex your environment is or where you are located, SLI
is sure to have a training solution that you can count on!

Premiere World Class Instruction Team
e All SLI instructors have a four-year technical degree, instructor level certifications and field
consulting work experience
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction
awards since 2012

Enhanced Learning Experience
e The goal of our instructors during class is ensure students understand the material, guide
them through our labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e You have the option to attend classes live with the instructor, at any of our established
training facilities, or from the convenience of your home or office
e All Sunset Learning Institute classes are guaranteed to run — you can count on us to deliver
the training you need when you need it!

Outstanding Customer Service
e You will work with a dedicated account manager to suggest the optimal learning path for you
and/or your team
e An enthusiastic student services team is available to answer any questions and ensure a
quality training experience

Interested in Private Group Training?
Contact Us
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