Deploy, Configure & Manage Cisco Duo (Duo)

COURSE OVERVIEW

In this 3-day course, you will learn to deploy, configure, and manage Cisco Duo. In the present
scenario, the workforce of any company can connect from anywhere and everywhere using any
device. So, companies must ensure that all the company assets are protected. Cisco Duo fits into a
zero-trust security model assuring proper authentication of users and devices and continuously
monitors each access attempt, ensuring that all the user's accounts, devices, and applications are
protected from unauthorized access company-wide.

WHO WILL BENEFIT FROM THIS COURSE?

Network Administrators

Network Engineers

Sales Engineers

System Engineers

Anyone who wants to learn about Multi-Factor Authentication (MFA)

PREREQUISITES
Before taking this course, it would be good to have exposure to the following:

Network Fundamentals
Network Security Fundamentals
Endpoint Agents

COURSE OBJECTIVES
After completing this course, students will be able to:

Describe the different authentication methods

Perform endpoint and user enrolment

Work with the Duo admin portal

Protect applications

Describe and perform directory synchronization
Describe and configure Duo SSO

Describe Duo access gateway and Duo access features
Describe and implement trusted endpoints

Describe and perform various management functions
Explain various Duo use cases
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COURSE OUTLINE
Fundamentals of Authentication Methods
e Whatis Authentication?
o Different authentication methods
e Two-factor (2FA) authentication and beyond (MFA)
e Why do you need 2FA?
e 2FA/ MFA using Cisco Duo
Getting started with Duo MFA
e Overview of Duo Security
o Different Licensing Models (MFA, Access and Beyond)
e Authenticating (Duo Prompt, Duo Universal Prompt, Duo Central)
e Endpoint and User Enrolment
Duo Administration Overview
e Accessing Duo Admin Portal
e Administrator and Users Account Setup
e Dashboard and Navigation
e Viewing Information and Reports
Enrolling Users
e Automatic
e Self-Enrolment
e Manual Enrolment
e Activating Duo Mobile
Protecting Applications
e Application Options
e New and Existing Applications
e Application Updates
e Universal Prompt Activation
e View your applications
e Remove an application
Duo Directory Sync
e Overview of Directory Sync
e Azure AD Synchronization
e Active Directory Synchronization
e OpenLDAP Synchronization
Duo SSO/ SAML
e Duo SSO/ SAML overview
e Prerequisites
e Enabling Duo SSO
e Configuring the Authentication Source
e (Creating a Cloud Application
e Duo Central
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Duo Access Gateway (DAG)

DAG Overview

DAG for Windows

DAG for Linux

DAG and Universal Prompt

Duo Access Features

Access Overview
Policy and Control
Device Insight
Endpoints Insight
Health monitoring
Trust monitoring

Duo Beyond Features

Trusted Endpoints
Duo Network Gateway

Trusted Endpoints

Overview of Trusted Endpoints

Device Health Verification

Duo Mobile Verification

Certificate Verification

Best Practices - Implementing Trusted Endpoints
Applying the Trusted Endpoints Policy

Monitoring Trusted Endpoints

Controlling Application Access for Trusted Endpoints

Operations and Management

Changing Settings

End user and Admin Management
Device Management

Using groups

Usability enhancements

Software Downloads and Updates

Remote Access & VPN Use-Cases

Duo Network Gateway
Cisco AnyConnect VPN with ASA or Cisco Secure Firewall
Duo 2FA for Meraki Client VPN

Common Use Cases

Duo Single Sign-On

Microsoft RDP

Web Applications

Identity Providers (Cisco Identity Services Engine)
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WHY TRAIN WITH SUNSET LEARNING INSTITUTE?

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized
technical training since 1996. Our goal is to help our customers optimize their technology Investments
by providing convenient, high quality technical training that our customers can rely on. We empower
students to master their desired technologies for their unique environments.

What sets SLI apart is not only our immense selection of trainings options, but our convenient and
consistent delivery system. No matter how complex your environment is or where you are located, SLI
is sure to have a training solution that you can count on!

Premiere World Class Instruction Team
e All SLI instructors have a four-year technical degree, instructor level certifications and field
consulting work experience
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction
awards since 2012

Enhanced Learning Experience
e The goal of our instructors during class is ensure students understand the material, guide
them through our labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e You have the option to attend classes live with the instructor, at any of our established
training facilities, or from the convenience of your home or office
e All Sunset Learning Institute classes are guaranteed to run — you can count on us to deliver
the training you need when you need it!

Outstanding Customer Service
e You will work with a dedicated account manager to suggest the optimal learning path for you
and/or your team
e An enthusiastic student services team is available to answer any questions and ensure a
quality training experience

Interested in Private Group Training?
Contact Us
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