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F5 Networks Configuring BIG-IP APM: Access Policy Manager

COURSE OVERVIEW:

This three-day course gives network administrators, network operators, and network engineers a functional
understanding of BIG-IP Access Policy Manager as it is commonly deployed in both application delivery network and
remote access settings. The course introduces students to BIG-IP Access Policy Manager, its configuration objects,
how it commonly deployed, and how typical administrative and operational activities are performed. The course
includes lecture, hands-on labs, interactive demonstrations, and discussions.

WHO WILL BENEFIT FROM THIS COURSE?
This course is intended for network administrators, operators, and engineers responsible for managing the normal
day-to-day operation and administration of BIG-IP Access Policy Manager.

PREREQUISITES:
Administering BIG-IP; basic familiarity with authentication mechanisms (e.g. LDAP, Active Directory) and webserver
technologies (e.g. HTTP, HTML)

COURSE OBJECTIVES:

e  Configure remote access methods Network Access, Portal Access and Application Access and understand
the differences and use cases for each

e  Configure APM and LTM to work together for advanced application delivery as well as understand the
APM + LTM use case versus the remote access use case

e Configure advanced policies using the Visual Policy Editor with all of its features such as macros, branches
and multiple endings

e Understand the role of iRules and how they work together with BIG-IP in general and APM in specific

e Understand the role of Federated Single Sign-On using SAML and deploy a basic configuration

e Configure multiple authentication methods and understand how they can work together in a single access
policy

e Set up, license, and provision the BIG-IP system out-of-the-box

e Create, restore from, and manage BIG-IP archives

e  Use profiles to manipulate the way the BIG-IP system processes traffic through a virtual server

COURSE OUTLINE:
Lesson 1: Setting Up the BIG-IP System
e Introducing the BIG-IP System
e |Initially Setting Up the BIG-IP System
e Archiving the BIG-IP Configuration
e Leveraging F5 Support Resources and Tools
Lesson 2: Configuring Web Application Access
e  Review of BIG-IP LTM
e Introduction to the Access Policy
e Web Access Application Configuration Overview
e  Web Application Access Configuration in Detail
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Lesson 3: Exploring the Access Policy
e Navigating the Access Policy
Lesson 4: Managing BIG-IP APM
e BIG-IP APM Sessions and Access Licenses
e Session Variables and sessiondump
e Session Cookies
e  Access Policy General Purpose Agents List
Lesson 5: Using Authentication
e Introduction to Access Policy Authentication
e Active Directory AAA Server
e RADIUS
e One-Time Password
e Local User Database
Lesson 6: Understanding Assignment Agents
e List of Assignment Agents
Lesson 7: Configuring Portal Access
e Introduction to Portal Access
e  Portal Access Configuration Overview
e Portal Access Configuration
e  Portal Access in Action
Lesson 8: Configuring Network Access
e Concurrent User Licensing
e VPN Concepts
e Network Access Configuration Overview
e Network Access Configuration
o  Network Access in Action
Lesson 9: Deploying Macros
e Access Policy Macros
e  Configuring Macros
e An Access Policy is a Flowchart
e Access Policy Logon Agents
e  Configuring Logon Agents
Lesson 10: Exploring Client-Side Checks
e Client-Side Endpoint Security
Lesson 11: Exploring Server-Side Checks
e Server-Side Endpoint Security Agents List
e  Server-Side and Client-Side Checks Differences
Lesson 12: Using Authorization
e Active Directory Query
e  Active Directory Nested Groups
e  Configuration in Detail
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Lesson 13: Configuring App Tunnels
e Application Access
e Remote Desktop
e Network Access Optimized Tunnels
e landing Page Bookmarks
Lesson 14: Deploying Access Control Lists
e Introduction to Access Control Lists
e  Configuration Overview
e Dynamic ACLs
e  Portal Access ACLs
Lesson 15: Signing On with SSO
e Remote Desktop Single Sign-On
e  Portal Access Single Sign-On
Lesson 16: Using iRules
e iRules Introduction
e  Basic TCL Syntax
e iRules and Advanced Access Policy Rules
Lesson 17: Customizing BIG-IP APM
e  Customization Overview
e  BIG-IP Edge Client
e Advanced Edit Mode Customization
e lLanding Page Sections
Lesson 18: Deploying SAML
e  SAML Conceptual Overview
e  SAML Configuration Overview
Lesson 19: Exploring Webtops and Wizards
e Webtops
e  Wizards
Lesson 20: Using BIG-IP Edge Client
e  BIG-IP Edge Client for Windows Installation
e BIG-IP Edge Client in Action
Lesson 21: Configuration Project

SUNSET LEARNING INSTITUTE (SLI) DIFFERENTIATORS:

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized technical
training since 1996. Our goal is to help our customers optimize their cloud technology investments by providing
convenient, high quality technical training that our customers can rely on. We empower students to master their
desired technologies for their unique environments.

What sets SLI apart is not only our immense selection of trainings options, but our convenient and consistent delivery
system. No matter how complex your environment is or where you are located, SLI is sure to have a training solution
that you can count on!
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Premiere World Class Instruction Team
e AllSLI instructors have a four-year technical degree, instructor level certifications and field consulting work
experience.
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction awards since
2012

Enhanced Learning Experience
e The goal of our instructors during class is ensure students understand the material, guide them through our
labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e You have the option to attend classes at any of our established training facilities or from the convenience
of your home or office with the use of our HD-ILT network (High Definition Instructor Led Training)
e All Sunset Learning Institute classes are guaranteed to run —you can count on us to deliver the training you
need when you need it!

Outstanding Customer Service
o Dedicated account manager to suggest the optimal learning path for you and your team
e  Enthusiastic Student Services team available to answer any questions and ensure a quality training
experience
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