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Implementing and Administering DNA Center for 

Assurance (IADNACA) 

 

COURSE OVERVIEW 

The need for intent-based networking is growing as more segments of the business depend on 
reliable, secure digital networks. Cisco DNA Center provides a centralized management dashboard 

for complete control of this new network. Full automation capabilities for provisioning and change 
management are enhanced with intelligent analytics that pulls telemetry data from everywhere in the 
network. Applications, services, and users are prioritized based on business goals, within policy 

parameters and security best practices. Shortcomings in network, application, or device 
performance are flagged, and instant remediation guidance saves hours of IT troubleshooting. This 
interconnection of automation and assurance forms a continuous validation-and-verification loop, 

checking the alignment of network operations with business intent.  
 
Cisco DNA Center is an open, extensible platform for streamlining IT workflows and greater business 

innovation. Cisco DNA Assurance, which is the main component of Cisco DNA Center covered by 
this training, provides a comprehensive solution to assure better and consistent service levels to 
meet growing business demands. Assurance addresses not just reactive network monitoring and 

troubleshooting, but also the proactive and predictive aspects of running the network, ensuring 
client, application, and service performance. Assurance is a multipurpose, real-time, network data 
collection and analytics engine that can significantly increase the business potential of network 

data. 
 

WHO WILL BENEFIT FROM THIS COURSE? 

The primary audience for this course is as follows: 

• IT Solution Architects 

• Network Security Architects 

• Networking Admin and Operations 

• Networking Field Engineers 

 

PREREQUISITES 

The knowledge and skills that a learner should have before attending this course are as follows: 

• Practical network and LAN or WAN management experience 

• Cisco Inter-network Operating System (IOS) concepts 
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COURSE OBJECTIVES 

• Know and understand Cisco DNA Center concepts, features, benefits, role, terminology, and 

the way this solution innovates common administrative tasks on today's networks 

• Be familiar with the workflow approach in DNA Center, DNA Center dashboard, and its 4 

Steps: Design, Policy, Provision, and Assurance 

• List, describe, and use the tools provided by Cisco DNA Center 

• Prepare, Install, and Setup a Cisco DNA Center Appliance 

• Use DNA Center for network discovery, design, and provision telemetry profiles 

• Realize the concepts, benefits, and capabilities of DNA Center Assurance 

• Implement Assurance Services on Cisco DNA Center 

• Use DNA Center to monitor, troubleshoot and assure network, client, and applications health 

• Use DNA Center to Integrate with ThousandEyes and Umbrella 

• Use DNA Center for AI and Analytics and Machine Learning (ML) 

 

COURSE OUTLINE 

 

Day 1: 

Module 1: Introduction to Cisco DNA Center Assurance 

• Introduction to DNA Center 

• System Architecture 

• Key Features and Use Cases 

• Introduction to Cisco ISE and DNAC-ISE integration 

Module 2: Design 

• Network design options 

• Sites 

• Creating Enterprise and Sites Hierarchy 

• Configuring General Network Settings 

• Loading maps into the GUI 

• IP Address Management 

• Software Image Management – Lab on Day 5 

• Network Device Profiles 

• AAA 

• SNMP 

• Syslog 

• IP address pools 

• Creating Enterprise and Guest SSIDs – Lab on Day 2 

• Creating the wireless RF Profile 

• Cresting the Guest Portal for the Guest SSIDs 

• Network profiles – Lab on Day 2 

• Authentication templates 
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Module 3: Discovery and Provision 

• Device Discovery and Protocols 

• Devices Onboarding 

• Assigning Devices to a site 

• Provisioning devices with profiles 

 

Day 2: 

Module 3: Discovery and Provision 

• Plug and Play 

• Templates 

• Templates for Day-0 

• Templates for Day-N operations 

 

Day 3: 

Module 4: Monitoring Device, Client, and Application Health 

• DNAC Telemetry 

• Monitoring Network Device Health and Performance 

• Monitoring Wired and Wireless Client Health and Performance 

• Monitoring Application Health and Performance 

Module 5: Application Visibility and DNAC Integration with Umbrella 

• Monitoring Application Visibility in DNA Center 

• Umbrella Introduction 

• DNA Center Umbrella Integration and Use Cases 

Module 6: Troubleshooting Issues, Observing Insights and Trends 

• Detect Issues, Insights, and Trends in the Network 

• DNA Center Integration with other tools for Monitoring and Management 

 

Day 4: 

Module 7: Troubleshooting using Cisco DNA Center Assurance Tools 

• DNAC Assurance Troubleshooting Tools 

• Using Sensor Tests 

• Using Intelligent Capture  

• Spectrum Analysis 

Module 8: DNAC and Thousand Eyes 

• Introduction to ThousandEyes 

• ThousandEyes Use Cases 

• DNA Center and ThousandEyes Integration 

 

Day 5: 

Module 9: AI Analytics and Machine Learning in DNA Center 

• Overview of AI Analytics and ML (Machine Learning) 

• DNA Center AI and ML Use Cases 
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Module 10: DNA Center Maintenance 

• DNA Center Reports 

• DNA Center Backup and Restore 

 

Lab Outline: 

Labs are designed to assure learners a whole practical experience, through the following practical 

activities: 

• Lab 1: Navigate the Cisco DNA Center GUI 

• Lab 2: Integrate Cisco ISE with Cisco DNA Center – Instructor Demo 

• Lab 3: Design the Network Hierarchy and Configure Network Settings 

• Lab 4: Discover Wired Manually in the Inventory, Assign to Site, and Provision 

• Lab 5: Discover Wired Device using Plug and Play (PnP) using Template Editor 

• Lab 6: Discover and Provision C9800 WLC, Configure Wireless SSIDs and Network Profiles 

• Lab 7: Configure C9800 WLC using Template Editor 

• Lab 8: Configure Cisco DNA Center Assurance Telemetry Profiles and Apply to Devices 

• Lab 9: Generate and Monitor Application Traffic on DNAC for Clients 

• Lab 10: Application Visibility and Generate Client Traffic to Monitor Top Applications on 

DNAC 

• Lab 11: DNAC Umbrella Integration for DNS or SIG (Secure Internet Gateway) 

• Lab 12: Assurance Dashboards – Health, Issues, and Wi-Fi 6 on DNAC 

• Lab 13: Intelligent Packet Capture and Spectrum Analysis 

• Lab 14: 1800s AP as Sensor – Instructor Demo 

• Lab 15: Application Visibility With ThousandEyes and DNAC 

• Lab 16: AI Endpoint Analytics on DNAC 

• Lab 17: Reporting on Cisco DNAC 

• Lab 18: IOS-XE Device Upgrade / Downgrade using SWIM via DNAC 

• Lab 19: DNAC Configuration Backup on External Server – Instructor Demo 

 

 

 

WHY TRAIN WITH SUNSET LEARNING INSTITUTE?  

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized 

technical training since 1996. Our goal is to help our customers optimize their technology Investments 

by providing convenient, high quality technical training that our customers can rely on. We empower 

students to master their desired technologies for their unique environments.  

 

What sets SLI apart is not only our immense selection of trainings options, but our convenient and 

consistent delivery system. No matter how complex your environment is or where you are located, SLI 

is sure to have a training solution that you can count on! 
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Premiere World Class Instruction Team 

• All SLI instructors have a four-year technical degree, instructor level certifications and field 

consulting work experience 

• Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction 

awards since 2012 

 

Enhanced Learning Experience 

• The goal of our instructors during class is ensure students understand the material, guide 

them through our labs and encourage questions and interactive discussions. 

 

Convenient and Reliable Training Experience 

• You have the option to attend classes live with the instructor, at any of our established 

training facilities, or from the convenience of your home or office  

• All Sunset Learning Institute classes are guaranteed to run – you can count on us to deliver 

the training you need when you need it! 

 

Outstanding Customer Service 

• You will work with a dedicated account manager to suggest the optimal learning path for you 

and/or your team  

• An enthusiastic student services team is available to answer any questions and ensure a 

quality training experience 

 

 

Interested in Private Group Training? 

Contact Us 

https://www.sunsetlearning.com/contact-us/

