Cisco Meraki SD-WAN Advanced Policy, Security &
Programmability (Meraki SD-WAN)

COURSE OVERVIEW

This 3-day course is hands-on training on Cisco Meraki SD-WAN implementations, basic and
advanced Cisco Meraki SD-WAN Security features that are available on Meraki MX routers. Deep
dive into capabilities like Firewall and Traffic, Application-Aware Firewall, AMP Integration, Content
Filtering, and Threat protection, and many other advanced features are covered as a part of this
training. This course also provides hands-on training on Cisco Meraki SD-WAN Programmability
features.

WHO WILL BENEFIT FROM THIS COURSE?
This course is ideal for those who regularly deploy or manage Meraki networks and want to deepen
their technical expertise and understanding of the full Meraki product suite and features. This may
include professionals with job titles or in roles such as:

e Field deployment technicians

e Network administrators

e Pre-/Post-sales engineers

e Service provider engineers

e Systems engineers

e IT professionals

COURSE OBJECTIVES
Upon completing this course, the learner will be able to meet these overall objectives:
e Introduction to Cisco Meraki SD-WAN Solution and Products/Components
e Understand key concepts of Cisco Meraki SD-WAN
e Implement Meraki SD-WAN Solution
e Understand Cisco Meraki SD-WAN Security Features
e Implement Firewall and IPS Policies
e Understand Cisco SD-WAN Programmability features
e Script APIs to automate Cisco SD-WAN vManage configurations
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COURSE OUTLINE
Module 1: Introduction to Meraki SD-WAN and Meraki Key Concepts

Meraki Centralized Dashboard

Meraki key concepts

Meraki Concentrator Modes

VPN Topology

Split Tunnel and Full Tunnel

Hub and Spoke and VPN Mesh

Meraki Connection Monitor

Data Center Redundancy (DC-DC Failover)
Warm Spare for VPN Concentrators

Module 2: Meraki SD-WAN Deployment Models

Introduction

Data Center Deployment

MX Deployment Considerations

MX Deployment Considerations
Upstream DC Switching Considerations
Routing Considerations

Firewall Considerations

Branch Deployment

AutoVPN at the Branch

Hub and Spoke VPN Deployment

Hub Priorities and Design considerations

Module 3: Meraki SD-WAN Security

Exploring the SD-WAN and Security Dashboard
Site-to-site VPN Deep Dive

Client VPN Technologies

Access control and Splash Page

NAT and Port Forwarding

Firewall and Traffic Shaping

Content Filtering and Threat Protection

Meraki and Cisco Umbrella Integration

Module 4: Firewall and Traffic Shaping Policies

MX Firewall Settings

Outbound Rules

Appliance Services

Layer 7 Firewall Rules

Forwarding Rules

IP Source Address Spoofing Protection
Overview and Key Terms

NAT Modes Implementation
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e Supported Deployment Topologies
e SD-WAN and Traffic Shaping
e Uplink Configurations
e Uplink Selections
e Global Bandwidth Limitations
e Traffic Shaping Rules
e Web Cache
Module 5: SD-WAN Security — Content Filtering and Threat Protection
e MX and Active Directory Integrations
e Content Filtering Implementations and Troubleshooting
e (Cisco AMP Integrations and Threat Protection
Threat Grid Integrations
Module 6: Programmable API
e Meraki Dashboard APl with Postman
e Meraki Organization and Networks Import into Postman
e Meraki Devices into the appropriate Networks using APIs
e Troubleshooting Meraki using APIs
¢ Dashboard
e Device Dashboard

WHY TRAIN WITH SUNSET LEARNING INSTITUTE?

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized
technical training since 1996. Our goal is to help our customers optimize their technology Investments
by providing convenient, high quality technical training that our customers can rely on. We empower
students to master their desired technologies for their unique environments.

What sets SLI apart is not only our immense selection of trainings options, but our convenient and
consistent delivery system. No matter how complex your environment is or where you are located, SLI
is sure to have a training solution that you can count on!

Premiere World Class Instruction Team
e All SLI instructors have a four-year technical degree, instructor level certifications and field
consulting work experience
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction
awards since 2012
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Enhanced Learning Experience

e The goal of our instructors during class is ensure students understand the material, guide
them through our labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e You have the option to attend classes live with the instructor, at any of our established
training facilities, or from the convenience of your home or office
e All Sunset Learning Institute classes are guaranteed to run — you can count on us to deliver
the training you need when you need it!

Outstanding Customer Service

¢ You will work with a dedicated account manager to suggest the optimal learning path for you
and/or your team

e An enthusiastic student services team is available to answer any questions and ensure a
quality training experience

Interested in Private Group Training?
Contact Us
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