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Microsoft Security Operations Analyst (SC-200T00)

COURSE OVERVIEW

In this course, you will learn how to mitigate cyberthreats using these technologies. Specifically, you
will configure and use Microsoft Sentinel as well as utilize Kusto Query Language (KQL) to perform
detection, analysis, and reporting. The course was designed for people who work in a Security
Operations job role and helps learners prepare for the exam SC-200: Microsoft Security Operations
Analyst.

WHO WILL BENEFIT FROM THIS COURSE?

The Microsoft Security Operations Analyst collaborates with organizational stakeholders to secure
information technology systems for the organization. Their goal is to reduce organizational risk by
rapidly remediating active attacks in the environment, advising on improvements to threat protection
practices, and referring violations of organizational policies to appropriate stakeholders.
Responsibilities include threat management, monitoring, and response by using a variety of security
solutions across their environment. The role primarily investigates, responds to, and hunts for
threats using Microsoft Sentinel, Microsoft Defender for Cloud, Microsoft 365 Defender, and third-
party security products. Since the Security Operations Analyst consumes the operational output of
these tools, they are also a critical stakeholder in the configuration and deployment of these
technologies.

PREREQUISITES
e Basic understanding of Microsoft 365
¢ Fundamental understanding of Microsoft security, compliance, and identity products
e Intermediate understanding of Microsoft Windows
e Familiarity with Azure services, specifically Azure SQL Database and Azure Storage
e Familiarity with Azure virtual machines and virtual networking
e Basic understanding of scripting concepts.

COURSE OBJECTIVES
Students will learn to:
e Introduction to Microsoft 365 threat protection
e Mitigate incidents using Microsoft 365 Defender
e Protect your identities with Azure AD Identity Protection
e Remediate risks with Microsoft Defender for Office 365
e Safeguard your environment with Microsoft Defender for Identity
e Secure your cloud apps and services with Microsoft Defender for Cloud Apps
e Respond to data loss prevention alerts using Microsoft 365
e Manage insider risk in Microsoft Purview
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Investigate threats by using audit features in Microsoft 365 Defender and Microsoft Purview
Standard

Investigate threats using audit in Microsoft 365 Defender and Microsoft Purview (Premium)
Investigate threats with Content search in Microsoft Purview

Protect against threats with Microsoft Defender for Endpoint

Deploy the Microsoft Defender for Endpoint environment

Implement Windows security enhancements with Microsoft Defender for Endpoint
Perform device investigations in Microsoft Defender for Endpoint

Perform actions on a device using Microsoft Defender for Endpoint
Perform evidence and entities investigations using Microsoft Defender for Endpoint
Configure and manage automation using Microsoft Defender for Endpoint
Configure for alerts and detections in Microsoft Defender for Endpoint
Utilize Vulnerability Management in Microsoft Defender for Endpoint

Plan for cloud workload protections using Microsoft Defender for Cloud
Connect Azure assets to Microsoft Defender for Cloud

Connect non-Azure resources to Microsoft Defender for Cloud

Manage your cloud security posture management

Explain cloud workload protections in Microsoft Defender for Cloud
Remediate security alerts using Microsoft Defender for Cloud

Construct KQL statements for Microsoft Sentinel

Analyze query results using KQL

Build multi-table statements using KQL

Work with data in Microsoft Sentinel using Kusto Query Language
Introduction to Microsoft Sentinel

Create and manage Microsoft Sentinel workspaces

Query logs in Microsoft Sentinel

Use watchlists in Microsoft Sentinel

Utilize threat intelligence in Microsoft Sentinel

Connect data to Microsoft Sentinel using data connectors

Connect Microsoft services to Microsoft Sentinel

Connect Microsoft 365 Defender to Microsoft Sentinel

Connect Windows hosts to Microsoft Sentinel

Connect Common Event Format logs to Microsoft Sentinel

Connect syslog data sources to Microsoft Sentinel

Connect threat indicators to Microsoft Sentinel

Threat detection with Microsoft Sentinel analytics

Automation in Microsoft Sentinel

Security incident management in Microsoft Sentinel

Identify threats with Behavioral Analytics

Data normalization in Microsoft Sentinel

Query, visualize, and monitor data in Microsoft Sentinel

Manage content in Microsoft Sentinel
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e Explain threat-hunting concepts in Microsoft Sentinel
e Threat hunting with Microsoft Sentinel

e Use Search jobs in Microsoft Sentinel

e Hunt for threats using notebooks in Microsoft Sentinel

COURSE OUTLINE
Module 1: Introduction to Microsoft 365 Threat Protection
e Understand Microsoft 365 Defender solution by domain
e Understand Microsoft 365 Defender role in a Modern SOC
Module 2: Mitigate incidents using Microsoft 365 Defender
e Manage incidents in Microsoft 365 Defender
e Investigate incidents in Microsoft 365 Defender
e Conduct advanced hunting in Microsoft 365 Defender
Module 3: Protect your identities with Azure AD Identity Protection
e Describe the features of Azure Active Directory Identity Protection.
e Describe the investigation and remediation features of Azure Active Directory Identity
Protection.
Module 4: Remediate risks with Microsoft Defender for Office 365
e Define the capabilities of Microsoft Defender for Office 365.
e Understand how to simulate attacks within your network.
e Explain how Microsoft Defender for Office 365 can remediate risks in your environment.
Module 5: Safeguard your environment with Microsoft Defender for Identity
e Define the capabilities of Microsoft Defender for Identity.
e Understand how to configure Microsoft Defender for Identity sensors.
e Explain how Microsoft Defender for Identity can remediate risks in your environment.
Module 6: Secure your cloud apps and services with Microsoft Defender for Cloud Apps
e Define the Defender for Cloud Apps framework
e Explain how Cloud Discovery helps you see what's going on in your organization
e Understand how to use Conditional Access App Control policies to control access to the
apps in your organization
Module 7: Respond to data loss prevention alerts using Microsoft 365
e Describe data loss prevention (DLP) components in Microsoft 365
e Investigate DLP alerts in the Microsoft Purview compliance portal
e Investigate DLP alerts in Microsoft Defender for Cloud Apps
Module 8: Manage Insider Risk in Microsoft Purview
e Explain how Microsoft Purview Insider Risk Management can help prevent, detect, and
contain internal risks in an organization.
e Describe the types of built-in, pre-defined policy templates.
e List the prerequisites that need to be met before creating insider risk policies.
e Explain the types of actions you can take on an insider risk management case.
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Module 9: Investigate threats by using audit features in Microsoft 365 Defender and Microsoft
Purview Standard
e Describe the differences between Audit (Standard) and Audit (Premium).
e Start recording user and admin activity in the Unified Audit Log (UAL).
e Identify the core features of the Audit (Standard) solution.
e Set up and implement audit log searching using the Audit (Standard) solution.
e Export, configure, and view audit log records.
e Use audit log searching to troubleshoot common support issues.
Module 10: Investigate threats using audit in Microsoft 365 Defender and Microsoft Purview
(Premium)
e Describe the differences between Audit (Standard) and Audit (Premium).
e Set up and implement Microsoft Purview Audit (Premium).
e Create audit log retention policies.
e Perform forensic investigations of compromised user accounts.
Module 11: Investigate threats with Content search in Microsoft Purview
e Describe how to use content search in the Microsoft Purview compliance portal.
e Design and create a content search.
e Preview the search results.
e View the search statistics.
e Export the search results and search report.
e Configure search permission filtering.
Module 12: Protect against threats with Microsoft Defender for Endpoint
e Define the capabilities of Microsoft Defender for Endpoint.
e Understand how to hunt threats within your network.
e Explain how Microsoft Defender for Endpoint can remediate risks in your environment.
Module 13: Deploy the Microsoft Defender for Endpoint environment
e Create a Microsoft Defender for Endpoint environment
¢ Onboard devices to be monitored by Microsoft Defender for Endpoint
e Configure Microsoft Defender for Endpoint environment settings
Module 14: Implement Windows security enhancements with Microsoft Defender for Endpoint
e Explain Attack Surface Reduction in Windows
e Enable Attack Surface Reduction rules on Windows 10 devices
e Configure Attack Surface Reduction rules on Windows 10 devices
Module 15: Perform device investigations in Microsoft Defender for Endpoint
e Use the device page in Microsoft Defender for Endpoint
e Describe device forensics information collected by Microsoft Defender for Endpoint
e Describe behavioral blocking by Microsoft Defender for Endpoint
Module 16: Perform actions on a device using Microsoft Defender for Endpoint
e Perform actions on a device using Microsoft Defender for Endpoint
e Conduct forensics data collection using Microsoft Defender for Endpoint
e Access devices remotely using Microsoft Defender for Endpoint
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Module 17: Perform evidence and entity investigations using Microsoft Defender for Endpoint
e Investigate files in Microsoft Defender for Endpoint
e Investigate domains and IP addresses in Microsoft Defender for Endpoint
e Investigate user accounts in Microsoft Defender for Endpoint
Module 18: Configure and manage automation using Microsoft Defender for Endpoint
e Configure advanced features of Microsoft Defender for Endpoint
e Manage automation settings in Microsoft Defender for Endpoint
Module 19: Configure for alerts and detections in Microsoft Defender for Endpoint
e Configure alert settings in Microsoft Defender for Endpoint
e Manage indicators in Microsoft Defender for Endpoint
e Module 20: Utilize Vulnerability Management in Microsoft Defender for Endpoint
e Describe Vulnerability Management in Microsoft Defender for Endpoint
e Identify vulnerabilities on your devices with Microsoft Defender for Endpoint
e Track emerging threats in Microsoft Defender for Endpoint
Module 21: Plan for cloud workload protections using Microsoft Defender for Cloud
e Describe Microsoft Defender for Cloud features
e Microsoft Defender for Cloud Workload Protections
e Enable Microsoft Defender for Cloud
Module 22: Connect Azure assets to Microsoft Defender for Cloud
e Explore Azure assets
e Configure auto-provisioning in Microsoft Defender for Cloud
e Describe manual provisioning in Microsoft Defender for Cloud
Module 23: Connect non-Azure resources to Microsoft Defender for Cloud
e Connect non-Azure machines to Microsoft Defender for Cloud
e Connect AWS accounts to Microsoft Defender for Cloud
e Connect GCP accounts to Microsoft Defender for Cloud
Module 24: Manage your cloud security posture management
e Describe Microsoft Defender for Cloud features.
e Explain the Microsoft Defender for Cloud security posture management protections for your
resources.
Module 25: Explain cloud workload protections in Microsoft Defender for Cloud
e Explain which workloads are protected by Microsoft Defender for Cloud
e Describe the benefits of the protections offered by Microsoft Defender for Cloud
e Explain how Microsoft Defender for Cloud protections function
Module 26: Remediate security alerts using Microsoft Defender for Cloud
e Describe alerts in Microsoft Defender for Cloud
e Remediate alerts in Microsoft Defender for Cloud
e Automate responses in Microsoft Defender for Cloud
Module 27: Construct KQL statements for Microsoft Sentinel
e Construct KQL statements
e Search log files for security events using KQL
e Filter searches based on event time, severity, domain, and other relevant data using KQL
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Module 28: Analyze query results using KQL
e Summarize data using KQL statements
e Render visualizations using KQL statements
Module 29: Build multi-table statements using KQL
e Create queries using unions to view results across multiple tables using KQL
e Merge two tables with the join operator using KQL
Module 30: Work with data in Microsoft Sentinel using Kusto Query Language
e Extract data from unstructured string fields using KQL
e Extract data from structured string data using KQL
e Create Functions using KQL
Module 31: Introduction to Microsoft Sentinel
e Identify the various components and functionality of Microsoft Sentinel.
¢ |dentify use cases where Microsoft Sentinel would be a good solution.
Module 32: Create and manage Microsoft Sentinel workspaces
e Describe Microsoft Sentinel workspace architecture
e Install Microsoft Sentinel workspace
e Manage a Microsoft Sentinel workspace
Module 33: Query logs in Microsoft Sentinel
e Use the Logs page to view data tables in Microsoft Sentinel
e Query the most used tables using Microsoft Sentinel
Module 34: Use watchlists in Microsoft Sentinel
e Create a watchlist in Microsoft Sentinel
e Use KQL to access the watchlist in Microsoft Sentinel
Module 35: Utilize threat intelligence in Microsoft Sentinel
e Manage threat indicators in Microsoft Sentinel
e Use KQL to access threat indicators in Microsoft Sentinel
Module 36: Connect data to Microsoft Sentinel using data connectors
e Explain the use of data connectors in Microsoft Sentinel
e Describe the Microsoft Sentinel data connector providers
e Explain the Common Event Format and Syslog connector differences in Microsoft Sentinel
Module 37: Connect Microsoft services to Microsoft Sentinel
e Connect Microsoft service connectors
e Explain how connectors auto-create incidents in Microsoft Sentinel
Module 38: Connect Microsoft 365 Defender to Microsoft Sentinel
e Activate the Microsoft 365 Defender connector in Microsoft Sentinel
e Activate the Microsoft Defender for Cloud connector in Microsoft Sentinel
e Activate the Microsoft Defender for IoT connector in Microsoft Sentinel
Module 39: Connect Windows hosts to Microsoft Sentinel
e Connect Azure Windows Virtual Machines to Microsoft Sentinel
e Connect non-Azure Windows hosts to Microsoft Sentinel
e Configure Log Analytics agent to collect Sysmon events
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Module 40: Connect Common Event Format logs to Microsoft Sentinel
e Explain the Common Event Format connector deployment options in Microsoft Sentinel
e Run the deployment script for the Common Event Format connector
Module 41: Connect syslog data sources to Microsoft Sentinel
e Describe the Syslog connector deployment options in Microsoft Sentinel
e Run the connector deployment script to send data to Microsoft Sentinel
e Configure the Log Analytics agent integration for Microsoft Sentinel
e Create a parse using KQL in Microsoft Sentinel
Module 42: Connect threat indicators to Microsoft Sentinel
e Configure the TAXIl connector in Microsoft Sentinel
e Configure the Threat Intelligence Platform connector in Microsoft Sentinel
e View threat indicators in Microsoft Sentinel
Module 43: Threat detection with Microsoft Sentinel analytics
e Explain the importance of Microsoft Sentinel Analytics.
e Explain different types of analytics rules.
e Create rules from templates.
e Create new analytics rules and queries using the analytics rule wizard.
e Manage rules with modifications.
Module 44: Automation in Microsoft Sentinel
e Explain automation options in Microsoft Sentinel
e Create automation rules in Microsoft Sentinel
Module 45: Security incident management in Microsoft Sentinel
e Understand Microsoft Sentinel incident management
e Explore Microsoft Sentinel evidence and entity management
e Investigate and manage incident resolution
Module 46: Identify threats with Behavioral Analytics
e Explain User and Entity Behavior Analytics in Azure Sentinel
e Explore entities in Microsoft Sentinel
Module 47: Data normalization in Microsoft Sentinel
e Use ASIM Parsers
o Create ASIM Parser
e Create parameterized KQL functions
Module 48: Query, visualize, and monitor data in Microsoft Sentinel

e Visualize security data using Microsoft Sentinel Workbooks.
e Understand how queries work.
e Explore workbook capabilities.
e Create a Microsoft Sentinel Workbook.
Module 49: Manage content in Microsoft Sentinel
e Install a content hub solution in Microsoft Sentinel
e Connect a GitHub repository to Microsoft Sentinel
Module 50: Explain threat hunting concepts in Microsoft Sentinel
e Describe threat hunting concepts for use with Microsoft Sentinel
e Define a threat hunting hypothesis for use in Microsoft Sentinel
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Module 51: Threat hunting with Microsoft Sentinel
e Use queries to hunt for threats.
e Save key findings with bookmarks.
e Observe threats over time with livestream.
Module 52: Use Search jobs in Microsoft Sentinel
e Use Search Jobs in Microsoft Sentinel
e Restore archive logs in Microsoft Sentinel
Module 53: Hunt for threats using notebooks in Microsoft Sentinel
e Explore API libraries for advanced threat hunting in Microsoft Sentinel
e Describe notebooks in Microsoft Sentinel
e Create and use notebooks in Microsoft Sentinel

WHY TRAIN WITH SUNSET LEARNING INSTITUTE?

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized
technical training since 1996. Our goal is to help our customers optimize their technology Investments
by providing convenient, high quality technical training that our customers can rely on. We empower
students to master their desired technologies for their unique environments.

What sets SLI apart is not only our immense selection of trainings options, but our convenient and
consistent delivery system. No matter how complex your environment is or where you are located, SLI
is sure to have a training solution that you can count on!

Premiere World Class Instruction Team
e All SLI instructors have a four-year technical degree, instructor level certifications and field
consulting work experience
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction
awards since 2012

Enhanced Learning Experience
e The goal of our instructors during class is ensure students understand the material, guide
them through our labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e You have the option to attend classes live with the instructor, at any of our established
training facilities, or from the convenience of your home or office
e All Sunset Learning Institute classes are guaranteed to run — you can count on us to deliver
the training you need when you need it!

Outstanding Customer Service
e You will work with a dedicated account manager to suggest the optimal learning path for you
and/or your team
e An enthusiastic student services team is available to answer any questions and ensure a
quality training experience
Interested in Private Group Training?
Contact Us

Sunset Learning Institute | 888.888.5251 | www.sunsetlearning.com


https://www.sunsetlearning.com/contact-us/

