Understanding Cisco Wireless Foundations (WLFNDU)

COURSE OVERVIEW

The Understanding Cisco Wireless Foundations (WLFNDU) training teaches you the knowledge and
skills you need to configure, manage, and troubleshoot a Cisco wireless LAN (WLAN) network.
Topics include understanding critical aspects of RF technology, industry standards for Wi-Fi and
security, how to design, install, and configure a WLAN network of any size, and using Cisco DNA
Center. This training also earns you 40 Continuing Education (CE) credits towards recertification.

WHO WILL BENEFIT FROM THIS COURSE?
e Network engineer
e Systems engineer
e Wireless engineer
e Technical solutions architect
e Network administrator
o Wireless design engineer
e Network manager

PREREQUISITES

Before taking this offering, you should have:
e General knowledge of networks
e General knowledge of wireless networks
e Routing and switching knowledge

COURSE OBJECTIVES

e Describe and implement foundational wireless theory

e Describe and implement foundational wireless math and antennas

e Describe and implement foundational wireless operation including Wi-Fi 6

e Describe security and client access in a wireless network

e Implement 802.1X and Extensible Authentication Protocol (EAP)

e Implement wireless guest access and configure wireless security

e Describe Cisco wireless architecture components and deployment options

e Describe Cisco wireless architecture and its deployment modes, the Control and
Provisioning of Wireless Access Points (CAPWAP) protocol, and the Cisco WLC and AP
lineup

e Describe the wired support for implementing wireless networks

e Deploy Cisco centralized wireless networks using Cisco 9800 WLC

e Describe the centralized wireless access model and its configuration

e Describe maintenance and troubleshooting in the centralized WLAN model

e Describe the management and monitoring of Cisco Wireless Networks with Cisco DNA
Center
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COURSE OUTLINE

Module 1: RF and WLAN Theory

Module 2: WLAN Math and Antennas

Module 3: Wi-Fi Operations

Module 4: Basic WLAN Security

Module 5: Advanced WLAN Security

Module 6: Configuring WLAN Security

Module 7: Cisco Wireless Network Architecture

Module 8: Implementing Cisco Wireless Network

Module 9: Implementing Cisco Wireless Network Wired Support
Module 10: Deploying Cisco Centralized Wireless Networks

Module 11: Configuring Cisco Centralized Wireless Networks

Module 12: Maintaining and Troubleshooting Cisco Wireless Networks
Module 13: Managing and Monitoring Cisco Wireless Networks with Cisco DNA Center

Lab Outline

Discovery 1: Practice RF Math

Discovery 2: Antenna Calculations

Discovery 3: Explore the Wi-Fi Environment
Discovery 4: Analyze Wireless Frames

Discovery 5: Configure Client Access

Discovery 6: Deploy Cisco 9800 WLC

Discovery 7: Configure Cisco 9800 WLC

Discovery 8: Perform Cisco 9800 WLC Maintenance

WHY TRAIN WITH SUNSET LEARNING INSTITUTE?

Sunset

Learning Institute (SLI) has been an innovative leader in developing and delivering authorized

technical training since 1996. Our goal is to help our customers optimize their technology Investments
by providing convenient, high quality technical training that our customers can rely on. We empower

student

s to master their desired technologies for their unique environments.

What sets SLI apart is not only our immense selection of trainings options, but our convenient and
consistent delivery system. No matter how complex your environment is or where you are located, SLI
is sure to have a training solution that you can count on!

Premiere World Class Instruction Team

All SLI instructors have a four-year technical degree, instructor level certifications and field
consulting work experience

Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction
awards since 2012
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Enhanced Learning Experience

e The goal of our instructors during class is ensure students understand the material, guide
them through our labs and encourage questions and interactive discussions.

Convenient and Reliable Training Experience
e You have the option to attend classes live with the instructor, at any of our established
training facilities, or from the convenience of your home or office
e All Sunset Learning Institute classes are guaranteed to run — you can count on us to deliver
the training you need when you need it!

Outstanding Customer Service

e You will work with a dedicated account manager to suggest the optimal learning path for you
and/or your team

e An enthusiastic student services team is available to answer any questions and ensure a
quality training experience

Interested in Private Group Training?
Contact Us
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https://www.sunsetlearning.com/contact-us/

